
  

      

 

 

Enhanced Security Features in Zoom Meetings 
 

  
  

Dear Synechronites, 
  
There have been several media reports about security concerns in Zoom Meetings 
app. Synechron IT Team has reached out Zoom and has received clarifications about 
enhanced security features in their latest versions.  We urge you to update your Zoom 
desktop and mobile applications to latest version (Ver 4.6.11 or later) to ensure safe 
usage of the application with the help of these security features. 
  
Synechron has been sending several tips to secure Zoom meetings from time to time. 
Please find below few more tips to secure your Zoom meetings. 
  
  

Don’t use Personal Meeting ID for 
Public Meetings 
  
Your Personal Meeting ID (PMI) is the 
default that launches when you start an 
ad-hoc meeting.  
  
For public meetings, you should always 
schedule new meetings with randomly 
generated meeting IDs. That way, only 

invited attendees will know how to join your meetings. You can also turn off your PMI 
before starting an instant meeting in your profile settings.  
  
  

https://nam05.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.facebook.com%2Fsynechron&data=02%7C01%7CRajesh.Sanake%40Synechron.com%7C77915c53d0ba447a727a08d7e5bef12d%7Ce50ebc8476f24636b550c3f7abc924af%7C0%7C0%7C637230480560547738&sdata=WF4sr5D2onV58%2Br3%2FT%2BWadAR119iUWAuflnu2bU2Nnk%3D&reserved=0
https://nam05.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.linkedin.com%2Fcompany%2Fsynechron&data=02%7C01%7CRajesh.Sanake%40Synechron.com%7C77915c53d0ba447a727a08d7e5bef12d%7Ce50ebc8476f24636b550c3f7abc924af%7C0%7C0%7C637230480560557728&sdata=1SpDRz0vg%2B%2FsuBf9f6NpfxSjYuKzGoO5U5Mc5%2FcoZZE%3D&reserved=0
https://nam05.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftwitter.com%2Fsynechron&data=02%7C01%7CRajesh.Sanake%40Synechron.com%7C77915c53d0ba447a727a08d7e5bef12d%7Ce50ebc8476f24636b550c3f7abc924af%7C0%7C0%7C637230480560557728&sdata=gqSuuB8Sv8VEaSBGo%2FpMsLd096qDrYOyY8wLcbDYfDM%3D&reserved=0
https://nam05.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.youtube.com%2Fuser%2FSynechronInc&data=02%7C01%7CRajesh.Sanake%40Synechron.com%7C77915c53d0ba447a727a08d7e5bef12d%7Ce50ebc8476f24636b550c3f7abc924af%7C0%7C0%7C637230480560567719&sdata=SxKCyidGmxVDDm9FsMT%2FAL2ZicPZiY4tYEJiY37G0Jk%3D&reserved=0


Using Mandatory Passwords 
  
You can take meeting security even further by 
making it mandatory to key-in  a password to 
join your meetings.  
  
This feature can be applied to both your 
Personal Meeting ID and randomly generated 
meeting IDs, so only those with  the password 
will be able to reach you, and join the newly 
scheduled meetings.  
  
  
Please feel free to reach out to IT team should you need any help. We hope that you 
will make the best of Zoom by following these best practices to make your meetings 
secure. We shall come back with more tips to help you explore and employ Zoom 
optimally. 
  
  
Regards, 
Team IT 
  

 

For any queries and concerns write to IT-feedback@synechron.com 
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